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Unleash your employee 
innovators by providing
a secure, modern 
workplace

• How worker distraction deters innovation
• The cognitive dangers of outdated apps
• Strategies for encouraging more innovation at work
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Introduction
If anyone needs proof that the rate of technological 
change is accelerating, consider electricity. It took 
46 years for now ubiquitous wall sockets to reach 
one-quarter of Americans. But it took personal 
computers just 16, mobile phones 13, and the 
internet, seven. And the velocity is only increasing. 
Just this past year, Microsoft announced that its 
collaboration platform, Teams, had done it in just 
two. (Among workers.)

What does it mean 
for workers to 
live not one work 
life, but many—
reinventing 
themselves 
not once every 
decade, but once 
annually?

Technophiles may rejoice. But what’s the impact on employees when cycles of 
change that used to take decades now take years? Especially when it’s not just one 
thing, but everything, that seems to be changing?

What does it mean for workers to live not one work life, but many—reinventing 
themselves not once every decade, but once annually?

Unsurprisingly, it means good work has become much harder to do.
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The greatest casualty of the present velocity of change is our cognitive capacity for innovation. 
Never has it been more important for employees within a company to invent, and yet many are 
distracted to the point of near-catatonia. 

This cognitive overload reduces our ability to think creatively and can double workers’ error rates, 
which compound the issue. Distraction and stress shut off the part of our brain that’s open to new 
information and which is critical to making connections between unrelated ideas—a core feature 
of problem-solving. 

To innovate, employees need: 
Access to information and apps anywhere, anytime

Ability to meet and collaborate despite geography

An iterative process with near real-time feedback

To be free from unnecessary distraction

To be immersed in a diversity of ideas and opinions

Reliable, predictable, and safe environment

Agility to customize work environment

Freedom to express without exposure to repercussions or risks

These items aren’t just “nice to have.” In a world where the average tenure of a company on the 
Fortune 500 list has dropped from 33 years to just 24, and will soon be a meager 12, corporate 
reinvention must become a force of habit.

C O L L A B O R A T I O N  A N D  I T S  D I S C O N T E N T S

1. Collaboration and
its discontents

Employees spend 
28% of their time 

responding to email. 
- McKinsey

Employees spend 
11 hours per year 

just recovering lost 
passwords. 

- Yubico

1 in 5 Americans 
reports a hostile work 

environment which 
impacts their work. 

- RAND
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2. Old tech meets
new work

Never before have legal and HR teams had access 
to such communications, and all the startling and 
worrisome notions therein.

Much of the challenge of fostering innovation comes down to having the wrong technology. Where 
legacy hardware or software fall short, employees unwittingly fill the gap with their time. In one 
amusing anecdote, a systems engineer related a story of a fellow admin who, because there were 
so many different types of devices in the office, could not push updates and instead, had to install 
them on each terminal—hundreds of them—by hand. For end-users, who have even fewer options, 
it’s worse. They cobble together workarounds with consumer-grade storage devices like thumb 
drives and services like WeTransfer to move files that ought to be permitted within the company’s 
network, but are blocked—and often do it over the open web.

Workplace safety also suffers. The profusion of harassment litigation 
and its increased awareness are partially a result of big data. For 
the first time in history, most of the conversations we have at work 
are digital—through email, phone, or chat apps. Never before have 
legal and HR teams had access to such communications, and all the 
startling and worrisome notions therein. Yet the awareness that such 
interactions are occurring is paired with an inability to access those 
communications that prevents HR from ensuring that employees do 
indeed feel safe. It dissuades harassed employees from speaking up, 
for fear they won’t be able to prove their case. 

If all this woe seems like an unavoidable side effect of our increased rate 
of change, it isn’t. Companies that invest in the tools and processes to 
alleviate these issues often find that rather than buy a whole new flight 
of services, the best thing to do is to buy less. They invest in workplace 
collaboration platforms that offer app suites with the power to unite 
and protect people. Digitally empowering people in this way can lead 
to 5% additional revenue growth. Yet while 95% of organizations believe 
this is important, a full two out of three say they need help formulating a 
strategy that can get them there. And that strategy must go deeper than 
simple posturing—what one Columbia University professor of business 
administration has termed “innovation theater.”  
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The Myriad Modern Workplace Challenges

“I can’t get into
my email”

“You’re working on
the old version?”

“Did you hear
what he said?”

“Let’s find a 
workaround; we
need this done.”

“The email looked
like it was from

the CEO.”

B. Limited
collaboration

C. Hostile
environment

D. Increased
vulnerability

E. Business
disruption

A. Restrictive
access

A. Restrictive
access

B. Limited 
collaboration

C. Hostile
environment

D. Increased
vulnerability

E. Business
disruption

Employees spend 
11 hours per year 

just recovering lost 
passwords. - Yubico

People receive 304 
business emails each 

week. - Atlassian

A reported 70% 
of workers feel 

disengaged. - Gallup

65% of employees 
report using the 

internet for non-work 
purposes throughout 
the workday. - Qnnect

Most employees are 
interrupted 56 times 

per day.  - Atlassian

Only 60% of work time 
is spent actually being 

productive. - Atlassian

55% of emails are 
spam. - Statista

Disengaged employees 
cost the United States 

between $450-$550 
billion annually. - Gallup

Business email attacks 
rose 350% in 2019.

Untold hours are 
wasted recreating 

existing assets.

Employees spend 
about 31 hours in 

unproductive meetings 
each month. - Atlassian

Front line employees 
often lack sufficient 

access to do their job.

Implementing a strong 
company culture can 

reduce employee 
turnover by 34%. 

- On the Clock

Employees are six 
times more likely to be 
engaged in a job where 
they are utilizing their 
strengths every day. 

- Gallup

Phishing attacks 
grew 25% in 2018.  

- Healthsecurity

Ransomware attacks 
grew 3x in 2018. 

- Healthsecurity
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In this chapter, we share practical solutions to the aforementioned problems. The good news 
about it all is that the fixes aren’t merely theoretical—plenty of companies are at the forefront of 
connecting, empowering, and protecting their people with collaboration apps. Many have found 
that doing so in a manner that goes beyond simply checking the boxes unlocks untapped potential. 
A hospital that saved every employee the trouble of clicking a button to encrypt their own emails 
found it not only improved its security, but that saved time was helpfully repurposed to more 
productive ends. And a real estate firm that deployed Microsoft Office 365 found that not only did 
it speed up sales cycles by cutting down contract review time, but the firm was able to track SMS 
communications and meet compliance goals as well.

3. Real problems,
meet practical solutions

The U.S. has only captured 18% of its potential 
from digital technologies. -McKinsey

A. Provide necessary access
Outdated office tools create a sort of support debt that IT and information security teams often 
struggle to pay down. If the interface is unintuitive or the password recovery features not identity-
based, employees are more likely to seek their help. And if there’s a great diversity in the types of 
tools and devices employees use, the IT team spends more time resolving the issue. This sort of 
debt compounds. While many teams spend too much time on it, one in seven spends as much of a 
third of their time on such issues, reports Pulse Q&A.

Dangers:

• Heavy burden on users makes them less
productive.

• Heavy burden on the IT team causes
burnout and attrition.

• Remote workers and contractors are
unable to perform their work.

Solution: Seek partners with 
proactive support.

• Anywhere, anytime access to documents
and intranet, with a solution like Office
365 and Microsoft 365.

• Launch single sign-on (SSO) or identity-
based access such as biometrics.

• Make support a top criteria. Good
support means streamlined software
updates, simpler provisioning, less need
to manage user controls, and less need
to manage servers or backups.
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Empower front line employees too
Front line employees like retail workers and sales associates 
account for 80% of the global workforce. They’re often first 
to engage customers and represent the brand, and they’re 
often overlooked when considering access and collaboration. 
The ideal collaboration solutions provide tiers of apps that 
provide front line employees with the tools they need too.

B. Increase collaboration
The collaboration challenge is a problem of matchmaking: Do the right people have access to the 
right assets and people at the right time? When they don’t—when the first ten minutes of every 
web conference is lost to troubleshooting—you suffer a double cost. Your people lose valuable 
time, but they also grow frustrated, which reduces their effectiveness throughout the day. Small 
disruptions multiplied across an organization have real and tangible costs.

Dangers:

• Redundant and incomplete work drag
down productivity.

• Those who work from home can’t access
the intranet.

• File transfer between offices is limited
above a certain file size.

• Someone is left off an important group
email thread.

• Time is wasted when multiple people work
on the same presentation and then have
to resolve their disparate edits.

• Contractors lack important permissions
and aren’t as productive.

• Front line employees lack productivity
tools.

Solution: Standardize the business 
on one suite of collaboration apps. 
• Enable employees with productivity

tools that travel with them, and enable
them to work remotely and collaborate
on documents from any device.

• Deploy a workplace chat app such as
Microsoft Teams or Slack.

• Deploy a shared storage tool that
supports collaboration and version
control.
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C. Foster a safe work environment
A key cause of hostile work environments is a lack of communication oversight. The mere knowledge 
that workplace communications are stored in an archive can dissuade bad behavior. But when 
the legal and HR teams have access to those communications, they have a better pulse on the 
business. They’re better able to preempt hostility or abuse and draw on evidence when issues arise.

Dangers:

• An employee withholds a complaint for
lack of evidence.

• Unsafe work environment leads to
attrition.

• Unsafe work environment leads to a lack
of diversity.

• Harassment occurs without HR’s
knowledge.

• Workplace abuses create unseen litigation
risk.

• Improper conversations violate industry
regulations.

Solution: Archive your 
communications.
• A unified communications archive with

an intuitive eDiscovery tool can allow
the HR and legal teams to preemptively
search business communications across
every channel and device, not just email.
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D. Mitigate security risks
Businesses are moving to the cloud even faster than 
they realize—non-IT individuals are self-provisioning 
software (known as “shadow IT”) that create tool sprawl 
and risk. IT and information security teams can’t protect 
what they don’t know about, and often the tools aren’t 
uniformly secure. In a study by the Office of the Australian 
Information Commissioner, 32% of breaches were caused 
by human error. Every breach is a compounding tax on IT, 
on that individual’s time, and on the business as a whole, 
in the form of lost revenue, lost trust, and lost customers. 
Remediation is time-consuming, expensive, and can be 
unnecessary with properly secured tools.

Dangers:

• Employees use insecure, consumer-grade
file transfer tools.

• Breaches disrupt work.

• Employees fall for phishing attacks.

• Email communications are intercepted by
malicious actors.

• Employees create unknown vulnerabilities.

Solution: Deploy email encryption 
and threat protection.
• Give greater weight to tools that

automatically detect and protect
while having intuitive interfaces when
intervention is needed.

• Deploy multi-factor authentication
(MFA).

• Produce a disaster recovery plan and
test it at least once per year.

56% of CIOs/
CTOs say the #1 
desirable trait 
of software is 
usability - Pulse Q&A
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Dangers:

• Unofficial personal devices connected to
the network create risk.

• Out-of-date software often lacks modern
productivity features.

• Poor vendor support forces IT teams to
spend valuable time acting as help desk.

Solution: Cloud-based 
productivity apps from a
trusted partner.

E. Guard against disruption
There’s a reason that when Microsoft finally stopped 
supporting Windows 7, 31% of U.S. Federal Agencies 
were still using it. Big institutions develop a reluctance 
to evolve and adapt. But the longer they wait, the more 
disruptive negligence can be. For instance, when a 
big provider of workplace productivity solutions like 
Microsoft makes an announcement that it’s sunsetting 
a product, you’ve often waited far too long, and your 
employees have been suffering from ineffective tools for 
quite some time and yet perplexingly, they’ll be reluctant 
to switch. The devilish interface you know is typically 
preferred over the one you don’t.

You can think of this as maintaining the “roads and bridges” 
to your office productivity apps. Frequent updates and 
cloud-based software that updates itself automatically 
can stave off collapse and keep people working at their 
most productive.

• Cloud apps aren’t enough: Often, it takes
a partner willing to shoulder some of
the burden of managing the relationship
with software vendors. They may
have unique insight into that vendor’s
roadmap, and an ability to escalate
issues.

In 2019, Microsoft 
fired 3,000 
salespeople, 
removing 
many mid-size 
organizations’ 
direct line of 
communication 
with Microsoft. 

By 2023, 50% of organizations 
with a direct relationship with 
Microsoft will switch to using an 
indirect partner.
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When building a workplace intended to make your employees more innovative, remember that the 
only constant these days is change. By consolidating your services into a suite of apps that are 
cloud-based and routinely updated, you can adapt to a fast-paced world where an upstart service 
like Microsoft Teams can reshape the face of work in under two years.

In your planning and evaluation, prioritize:
• A software suite over many disparate apps
• Collaboration platforms that are constantly innovating
• Archiving tools that can capture communications across social media, chat apps,

and new media
• Email security software that meshes fully with your communication and collaboration platform
• A true partner that relieves your team of the typical burden of support

Build an environment that offers the above and you create a place where people don’t fear opening 
their work computers at home. You allow a positive culture to flourish under HR’s proactive 
guidance, you reduce the din of workplace distractions, and you foster an office where diversity 
is celebrated and everyone has the freedom to get creative and think outside the office.

4. Creating an
innovative workplace

To innovate, employees need:
Access to information and apps anytime, anywhere

Ability to meet and collaborate despite geography

An iterative process with near real-time feedback

To be free from unnecessary distraction

To be immersed in a diversity of ideas and opinions

Reliable, predictable environment

Agility to customize work environment

Freedom to express without exposure to repercussions or risks
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Free companies from the drudgery of administrative 
work by providing the leading productivity, security, 
and compliance platform—that’s one pane of glass 
for making work safer and easier. Designed to empower 
employees and minimize the burden on IT and 
stakeholders with an easy-to-administer suite of apps, 
the secure, modern workplace is essential for 
modern businesses.

Free your innovators to think forward.

The solution
for modern workplaces

Productivity 

Office 365 

Microsoft 365

Security 

Email encryption

Threat protection 

24/7/365 Threat 
Analyst team

Compliance

Unified archiving

eDiscovery 

Compliance 
Analysis team

Interlock 

Secure cloud 
platform 

Continuous 
innovation

Unleash your 
innovators by 
providing a 
secure, modern 
workplace 

Braxton-Grant Technologies
T. 443-545-2052
info@braxtongrant.com
www.braxtongrant.com
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