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Government-wide, agencies are urged to 
prioritize digital transformation so defense 
and civilian agencies have reliable, 
secure digital experiences whenever 
and wherever they’re needed. But, too 
often, agencies procure new contracts to 
build on legacy networks that either are 
inadequate or don’t sufficiently support 
emerging technologies to help meet 
growing cyber demands.

In this whitepaper, we will discuss updates 
to the DHS’ Trusted Internet Connections 
that lay a framework to support agency 
modernization efforts.

Discalaimer
Although Forcepoint has made every effort to ensure the accuracy of this paper which has been prepared in good-faith, 
Forcepoint cannot accept any responsibility whatsoever for any consequences that may arise from any errors or omissions, 
or any opinions given. This paper does not constitute legal advice and Forcepoint makes no representation or warranty, 
express or implied, regarding its products including without limitation fitness of its products for a particular purpose. In no 
event will Forcepoint be liable for any direct, indirect, incidental, consequential, special, or punitive damages related to this 
paper. The information provided in this paper is the confidential and proprietary intellectual property of Forcepoint, and no 
right is granted or transferred in relation to any intellectual property contained in this paper.
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Executive Overview

The 2017 Federal IT Modernization Report1 calls for agencies to increase use of 
available commercial technologies to innovate and provide better services for citizens 
in the most cost-effective and secure manner. A major part of the report calls for the 
modernization of the Trusted Internet Connections (TIC) and National Cybersecurity 
Protection System (NCPS) Program to enable cloud migration.

Now the Department of Homeland Security has published an updated version of the 
TIC program that is designed to enable modernization of federal networks—whatever 
the future might look like.

The TIC provides guidance to federal agencies for standardizing the security 
of external network connections while reducing their number. The M-08-05 
implementation of TIC policy was established in 2007, when agencies maintained 
the majority of their systems within their agency-owned and operated networks and 
when networking was constrained by physical limitations.

Since then, the technology landscape has changed dramatically with the proliferation 
of private-sector cloud offerings, the emergence of software-defined networks, and 
an increase in the mobile workforce. The revised TIC 3.0 guidance is meant to be 
more flexible to help agencies keep pace with commercial technology changes.

In this paper, Forcepoint provides an interpretation of the TIC 3.0 updates, how they 
map to federal IT modernization efforts, and—more specifically—how Forcepoint 
technology can aid federal agencies’ compliance and modernization efforts.

1 

1 Ref: https://itmodernization.cio.gov/assets/report/Report%20to%20the%20President%20on%20IT%20Modernization%20-%20Final.pdf
2 From remarks delivered at an 1105 Media Group cloud security summit in Washington, D.C.

The last thing that  
we want to do is 
make assumptions 
on what’s going to 
happen in the future, 
because technology is 
constantly changing. 
Our environments are
constantly changing. 
How we operate is also 
constantly changing.2

—Mark Bunn, Program Manager, DHS’ 
Federal Network Resilience Division
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Figure 1: The evolution of IT infrastructure

The Cloud-ERA has changed how agencies protect and secure their networks.
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The Reasons Federal Networks Must Change

1 

3 https://www.brighttalk.com/webcast/17074/344605
4 https://federalnewsnetwork.com/omb/2018/12/federal-cio-kent-says-2018-achievements-sets-the-table-for-2019-goals/
5 https://www.gsa.gov/cdnstatic/MTIPS__ServiceGuide.pdf

Government IT modernization and digital transformation are
necessary to enable better government services and better 
protect our citizens. As part of these efforts, cloud and mobility 
are important for agencies to achieve additional savings, 
security, and faster service delivery.

The digital world now operates across disparate and untrusted
networks, resulting in an unmanaged, zero-perimeter 
environment that point products cannot efficiently protect. 
Legacy networks weren’t built to handle this new cloud era. The 
federal government is embracing cloud and relies on numerous 
cloud providers—approximately 228 in all, according to DHS.3

According to Federal Chief Information Officer Suzette Kent,4 as 
of December 2018:

 → Almost 70% of all federal email is in the cloud, up from 40% 
in the beginning of 2018.

 → 13 agencies now have at least 95% of email in the cloud, 
and 6 more are at least halfway there.

 → Two agencies are in the planning phase and will be 
spending a lot of time with OMB over the next year.

In this environment, modernizing networks, improving 
capacity, and safely connecting to the cloud while maintaining 
full visibility across the entire network is of vital concern 
for agencies. We are beyond the point at which piling on 
more point products can solve these issues. This just leaves 
agencies with fragmented, laborintensive network capabilities 
that are inconsistent to operate and manage, and that is 
inhibiting agency modernization efforts by:

 → Increasing complexity of security. Protecting sensitive 
data against ever-evolving advanced threats becomes 
more complex as the network perimeter changes.

 → Management and visibility challenges. Growing 
networks and moving applications to cloud environments 
are leading to new challenges in management and visibility.

 → Network reliability challenges. Government missions 
require the highest network availability and no downtime.

 → Policy and program developments. Policy, legislation, 
and federal cybersecurity programs (e.g., CDS and EIS) 
have established new agency cybersecurity requirements.

TIC update requirements.  
TIC is an initiative run out of DHS to “optimize and standardize 
the security of individual external network connections 
currently in use by federal agencies, including connections to 
the internet.” In 2007, the TIC initiative helped agencies better 
understand how many internet gateways existed and where.  
 
But the previous capabilities list under TIC made it difficult to 
standardize emerging technologies like mobile access and 
cloud services to ensure compliance. Previous versions of TIC 
were not designed with cloud in mind. The TIC 3.0 capabilities 
and reference architecture updates reflect this technology 
evolution, agency stakeholder feedback, and new cybersecurity 
requirements for agencies.

 → 2017 Federal IT Modernization Report. As part of the 
President’s Management Agenda, the U.S. government 
has committed to modernizing legacy technology and 
leveraging leading industry practices to improve citizen 
services, reduce operational costs, and enhance the 
security of federal IT systems. This report outlines the 
current and future state of federal IT and provides 
recommendations for immediate and long-term action 
to reform the government’s use of IT. One of the biggest 
pieces of the report called for the TIC modernization to 
facilitate cloud migration as well as other technologies.

 → 2018 Federal Cloud Computing Strategy. “Cloud Smart” 
is along-term, high-level strategy to drive cloud adoption in  
federal agencies. This is the first cloud policy update in  
seven years, offering a path forward for agencies to migrate 
to a safe and secure cloud infrastructure. TIC 3.0 updates.

 → Enterprise Infrastructure Services (EIS). A best-in-
class GSA contract that expands Networx offerings for 
networking is designed to add flexibility to allow for new 
capabilities in the future and enable new technologies 
to be more uniformly added to the contract. Intrusion 
prevention security services (IPSS), managed prevention 
services (MPS), vulnerability scanning services (VSS), and 
incident response services (INRS) have been added to 
the contracts, as well as some expansions to manage the 
security services.  
 
The contract includes managed trusted internet protocol 
services5 (MTIPS), which allow agencies to logically 
and physically connect to external connections or the 
public internet in a way that aligns with agency security 
compliance requirements and OMB TIC initiative (M-08-05).

https://www.forcepoint.com
https://policy.cio.gov/tic-draft/
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6 https://www.meritalk.com/articles/sba-cto-discusses-cloud-move-tic-pilot/
7 https://federalnewsnetwork.com/reporters-notebook-jasonmiller/2018/09/sba-justiceenergy-innovate-to-deal-with-a-10-year-old-cyber-policy/
8 https://www.brighttalk.com/webcast/17074/344605

 → 2010 Telework Enhancement Act. This act requires all 
executive agencies to establish telework policies and train 
agency leaders on how to manage a remote workforce and 
called for agencies to enable federal employees to access 
work from home.

 → Continuous Diagnostics and Mitigation (CDM) and 
EINSTEIN. OMB is adding flexibilities in how agencies 
meet the requirement of government-wide programs 
like CDM and the intrusion detection program called 
EINSTEIN. DHS is also charged with leveraging existing 
CDM capabilities to automate TIC metric collection and 
compliance processes to improve both security and 
availability measures.

According to Sanjay Gupta, chief technology officer of the 
Small Business Administration (SBA), “We recognized that the 
TIC … wasn’t designed with cloud in mind, so we were already 
trying to work around it.” He described how the SBA formed a 
team with colleagues from OMB, the GSA, and DHS to design a 
90-day pilot for TIC. Through the pilot, SBA was able to reduce 
the processing time for large datasets from hours to seconds, 
according to Gupta. “What we demonstrated is that we have 
the ability to achieve the goals of TIC. It’s just how we are 
reaching them,” he said.6 

The SBA and the Energy and Justice departments were 
among the agencies that helped provide feedback and pilot 
new approaches to TIC, including cloud email and cloud 

services. The agencies finished pilots in the summer of 2018 
and delivered their results to OMB and the CIO Council to help 
inform the TIC 3.0 policy.7

Inefficient TIC routing causes a trombone effect. DHS is 
also addr essing the “trombone effect,” or, latency issues that 
occur when agencies attempt to access government data that 
is hosted off-premises or in the public cloud. Pr evious TIC 
requirements mandated that traffic run through that particular 
EIS Managed Trusted Internet Protocol Service (MTIPS). 

As agencies move to the public cloud, TIC r equirements for
routing through an MTIPS pr ovider caused inefficiencies,
expensive private network bandwidth, latency, degraded end
user experience, and lost productivity.

Mark Bunn, TIC program manager at DHS, stated that complaints  
about the trombone effect are some of the most frequent that 
he hears from agencies. “Users complain they have to triple 
bandwidth to support cloud applications,” he said.8

We recognized that the TIC … wasn’t 
designed with cloud in mind, so we 
were already trying to work around it.

—Sanjay Gupta, chief technology officer, Small Business 
Administration (SBA)

Some statistics relevant to federal agencies and 
cloud adoption:

 → Agencies average eight cloud service offerings.

 → Cumulatively, agencies use cloud service 
offerings from 228 different cloud service providers.

 → The majority of agency cloud instances are 
software-as-aservice (SaaS) offerings, which 
account for roughly twothirds of reported instances.
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Figure 2. The “network trombone”
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9 https://csrc.nist.gov/projects/risk-management/risk-management-framework-(rmf)-overview
10 https://federalnewsnetwork.com/wp-content/uploads/2018/10/Suzette-Kent-Letter.pdf
11 https://federalnewsnetwork.com/reporters-notebook-jason-miller/2018/10/ombloosening-the-reins-on-major-cyber-programs-for-2019/
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TIC guidance is designed to  
enable agency modernization efforts  
OMB has posted updates to the Trusted Internet Connections 
(TIC) initiative for DHS that enables agencies to use modern 
and emerging technologies to meet TIC initiative requirements. 
Among the updates were changes to the security capabilities 
list. DHS will continue to maintain one big list of all capabilities 
available as part of the TIC program, but now individual use 
cases may have their own capabilities.

As a major change, agencies will no longer have to have all
capabilities for every use case. For each use case, they can 
have selected capabilities. This will enable providers, such as 
MTIPS providers, to enable only capabilities that make sense 
for a specific use case. One example is for an agency using 
email in the cloud: there will no longer be a need for their MTIPS 
provider to provide email filtering performed in the cloud with 
the cloud provider. These changes to capabilities requirements 
will enable new efficiencies for technology investment. 

Another significant change is the simplification of the 
Reference Architecture. Instead of having one large TIC 
Reference Architecture guidance document, DHS has defined 
TIC initiative requirements in documentation called TIC Use 
Cases. The TIC Use Case documentation highlights proven, 
secure scenarios for alternative security controls, such as 
endpoint- and user-based protections, that must be in place 
for specific instances in which traffic is not required to flow 
through a physical TIC access point. DHS guidance says the 
capabilities used to meet TIC Use Case requirements may be 
separate from an agency’s existing network boundary
solutions provided by a TIC Access Provider (TICAP) or MTIPS.
This allows agencies moving to the public cloud to have more
efficient architectures and route traffic appropriately, enhance  
user experience and productivity, and save money on bandwidth.

DHS will also work with ag encies in a more collaborative 
ongoing partnership to pilot new and emerging use cases to 
implement technology in new ways. This will enable agencies 
with a framework9 to maintain situational awareness as they 
implement new types of technology.

TIC policy now enables a risk-based approach 
Another major change in the TIC 3.0 is that it aligns TIC policy 
with risk-based approaches on the cyber framework from the  
National Institute of Standards and Technology (NIST) Risk 
Management Framework (RMF) to improve information security  
and strengthen risk management processes. TIC capabilities 
are now categorized according to risk, allowing agencies to 
use the capabilities most appropriate to their environment 
including enabling agencies to pursue Zero Trust Security.

Across certain other programs, consideration is underway for
implementing behavior analytics and non-signature-based
detection capabilities. “We’ve had some success in that, what I
would call a limited deployment, so we will be expanding that,”
said Jeanette Manfra, DHS assistant secretary in the Office of
Cybersecurity and Communications.

Suzette Kent added, “If we can get to the point where we are
doing continuous authorization through automated controls 
and automated use of data, then suddenly all the authority to 
operate paperwork and approach becomes totally different. 
There is more veracity and more [accuracy] because it’s based 
on data in the environment. That’s where we’re going.”

By taking a step back from the traditional network and really
looking at the base components of trust itself, DHS has made
changes to the TIC 3.0 reference architecture so it can be 
applied to mobile or even IoT environments.

Changes to the TIC Program

According to Suzette Kent, “The National 
Cybersecurity Protection System (NCPS) 
detected 379 of the 39,171 incidents across federal 
civilian networks via the EINSTEIN sensor suite 
from April 2017 to present [Oct. 2018].” That is less 
than a 1% detection rate of all cyber incidents. 
This doesn’t mean EINSTEIN isn’t effective, but it 
means the program isn’t being the proactive tool 
once envisioned.10

The message to agencies is clear: they can no longer point 
to DHS as the excuse for why improvements to the security 
of their networks and data isn’t happening fast enough.11

https://www.forcepoint.com
https://www.whitehouse.gov/wp-content/uploads/2019/09/M-19-26.pdf
https://www.whitehouse.gov/wp-content/uploads/2019/09/M-19-26.pdf
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DHS further defined TIC initiative requirements in 
documentation called TIC Use Cases, which—due to the rapid 
pace of change in technology and the threat landscape—are 
designed to be reviewed and updated on a continuous basis.  
The TIC Use Case documentation will outline which alternative  
security controls, such as endpoint and user-based protections,  
must be in place for specific instances in which traffic is not 
required to flow through a physical TIC access point.

These TIC Use Cases will highlight pr oven, secure scenarios in
which agencies may no longer be required to route traffic 
through an existing network boundary solution provided by 
a Trusted Internet Connection Access Provider (TICAP) or 
Managed Trusted Internet Protocol Services (MTIPS) to meet 
the requirements for government-wide intrusion detection 
and prevention efforts, such as the National Cybersecurity 
Protection System (including the EINSTEIN suite of capabilities).

The use cases and overlays are intended to provide operational
documentation for agencies and enable a more direct 
partnership with DHS to develop efficient and secure solutions. 
The outcome of the collaborations will serve as an example 
that has gone through an agency pilot and exemplify a new way 
to securely implement technology.

Each use case will provide different ways to implement the
capabilities while maintaining situational awareness in new and
different types of environments. Examples might include email-
asa-service or infrastructure-as-a-service. In these instances, 
there will be a reference TIC Use Case, making it easier f or 
agencies to implement new technologies in the future. The 
new policy sets an expectation that the process result in 
continuous improvement and development of updated TIC 
Use Cases to account for emerging technologies and evolving 
cyber threats.

New process for collaborative and iterative updates

1. Developing pilots: The Chief Information Security Officer 
(CISO) Council will solicit and review agency and industry 
TIC pilot proposals on an ongoing basis and participate 
in the approval process for updates to TIC Use Cases and 
other TIC reference architecture documentation. It will 
also establish the timeline for DHS to review pilot results 
and approve updates to TIC Use Cases and other TIC 
reference architecture documentation.

2. Initiating pilot activity: OMB, DHS, GSA, an the CISO 
Council will oversee and support agency TIC pilots as 
appropriate.

3. Approving Use Cases: TDHS, in coordination with OMB 
and the CISO Council, will review pilot results and approve 
updates to TIC Use Cases and other TIC reference 
architecture documentation.

4. Soliciting feedback: DHS, in coordination with GSA, will 
establish a process for soliciting agency and industry  
input on approved TIC Use Cases and other TIC reference  
architecture documentation. DHS will ensure TIC Use  
Cases and other TIC reference architecture documentation  
are kept up-to-date as changes are approved.

5. Acquisitions: GSA, in coordination with DHS, will update 
government-wide procurement vehicles as appropriate, 
within six months of the approval of new TIC Use Case 
requirements and other TIC reference architecture 
documentation.

6. Compliance: ODHS, in coordination with GSA, will 
develop a compliance verification process to validate that 
agencies are implementing the security controls required 
by TIC Use Cases within 90 days of the release of each 
TIC Use Case. DHS will update this verification process as 
necessary to promote continuous improvement.

New TIC 3.0 Use Cases and Overlays  
Enable Collaborative and Iterative Updates

Modernizing Federal Networks
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Initial common TIC Use Cases Cloud

Cloud 
Use Cases cover some of the most prevalent cloud 
models used by agencies today: 

 → Infrastructure-as-a-Service (IaaS)

 → Software-as-a-Service (SaaS)

 → Email-as-a-Service (EaaS) 

Agency branch office
This Use Case assumes the existence of an agency  
branch office separate from the agency’s headquarters 
HQ), which utilizes HQ for the majority of their services, 
including generic web traffic. This case supports 
agencies that want to enable softwaredefined wide-
area networking (SD-WAN) technologies.

Remote users
This Use Case is an evolution of the original 
FedRAMP TIC Overlay (FTO) activities. The Use Case 
demonstrates how a remote user connects to the 
agency’s traditional network, cloud, and the internet, 
using government-furnished equipment (GFE). 

Traditional TIC
For instances not covered in other DHS TIC Use 
Cases, agencies are required to continue following 
the Traditional TIC Use Case, which may include 
agency use of TICAP and MTIPS providers This 
memorandum, as described in Section C – 
Collaborative and Iterative Updates, encourages 
agencies to propose TIC pilots on an ongoing basis 
to demonstrate new ways for agencies to achieve 
the TIC initiative’s security goals using state-of-
thepractice methods and emerging technologies.

Agency implementation requirements
Agency CIOs are required to maintain an accurate inventory
of agency network connections, including details about the
service provider, cost, capacity, traffic volume, logical/physical
configurations, and topological data for each connection in the
event OMB, DHS, or others request this information to assist 
with government-wide cybersecurity incident response or 
other related matters. Within one year of the release of this 
memorandum, agencies must complete updates to their own 
network and system boundary policies to reflect its mandates.

https://www.forcepoint.com
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Forcepoint NGFW is Fit for Purpose
As agencies modernize their networks to support cloud 
initiatives and meet TIC 3.0 guidance, Forcepoint can help 
eliminate single points of failure, reduce networking costs, 
increase capacity, and securely improve quality of service. 
Forcepoint has been a leader in the federal firewall market for 
many years. It uniquely combines enterprise software-defined 
wide-area network (SD-WAN) connectivity with the most 
secure and efficient next generation firewall (NGFW) available. 
With Forcepoint’s renowned Sidewinder proxy technology at 
its core, it offers high availability and centralized management 
with robust protection for mission-critical networks and 
applications. Forcepoint NGFW combines NSS Labs’ top-rated 
security11 with high performance and unsurpassed availability. 
Forcepoint SD-WAN, firewall, and intrusion prevention 
solutions work seamlessly with cloud-based web security and 
CASB services to provide unrivaled protection for users and 
data as they move about the internet.

Managed security services now available on EIS contract
With the transition from the current Networx contract to 
EIS, agencies must update and upgrade their Managed 
Trusted Internet Protocol Services (MTIPS) as well as their 
TIC. Forcepoint has partnered with MetTel and Raytheon 
to provide a range of cybersecurity offerings and support 
migration from legacy technologies. The combined solution 
enables agencies to scale and maintain MTIPS services 
in ways that weren’t possible in the past. This partnership 
ensures that cybersecurity is designed into the government’s 
telecommunications infrastructure, enabling MetTel to offer 
best-in-class managed security services. 

“We’re looking at the new 3.0 Use Cases and those overlays 
and being able to modularize our product set and features and 
functionality via these deployments to the agencies, basically 
to give you what you need – not what we think you want” said 
Ed Fox, vice president of network services for MetTel.

Transform branch office connectivity  
with enterprise-grade SD-WAN
SD-WAN has become a network game changer for agencies 
by providing the ability to control network applications while 
instituting more granular security and enabling the ability to 
add bandwidth very quickly for less cost. SD-WAN should be 
considered an essential part of agency IT modernization efforts.

SD-WAN can help agencies:
 → Replace or augment MPLS with direct-to-cloud connectivity

 → Increase capacity and availability while accelerating 
application performance and optimizing network utilization

 → See and act across the entire network, enabling consistent 
security at every location

Protect people and data on the web and in cloud apps 
 
Agencies can use Forcepoint SD-WAN to replace costly 
MPLSconnections at branch offices with broadband links to 
the cloud or accelerate Office 365 performance and boost 
resilience. Forcepoint NGFW combines enterprise-grade SD-
WAN and network security into a single solution that is centrally 
managed, even at cloud scale. It helps agencies connect and 
protect users and federal data throughout data centers, edge, 
branches, and the cloud—all with the industry’s #1 security, 
manageability, and availability.

Dynamically connect direct-to-cloud  
and site-to-site with Forcepoint
TIC 3.0 updates will enable new connectivity for agencies: 
directto-cloud and site-to-site.

Eliminate backhauling for cloud application traffic
With direct-to-cloud connectivity, traffic accessing cloud-
based applications would no longer go through central 
headquarters and an MTIPS provider, but directly to the  
cloud instead.

Modernizing Federal Networks
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Figure 3. Dynamically connect direct-to-cloud and site-to-site
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Reserve site-to-site connectivity for internal traffic
Site-to-site connectivity ensures that legacy applications 
and other internal applications, notably VoIP, can still go over 
internal links when necessary.

Optimize use of most appropriate links
Instead of IT staff trying to cobble together ways of connecting 
and hard-coding what applications go where, traffic is sent 
dynamically over the most efficient links.  

Ultimately, this will enable agencies to optimize each location’s 
available resources to increase productivity and route traffic 
most efficiently.

Keep your network in sync as mission requirements evolve
New initiatives often necessitate IT changes, but as new 
products are added, operational complexity and overhead 
increase. To avoid issues from disparate point products, agencies 
require a unified solution—one that doesn’t limit your options. 

Designed for the long haul, Forcepoint NGFW supports current 
and future digital transformation efforts and seamlessly adapts to 
different environments. From data centers and network edges 
to remote branches and multi-cloud platforms, Forcepoint 
NGFW works the same way, no matter where it’s deployed. 

With Forcepoint NGFW, the same policies, management, 
dashboards, and reports keep operations consistent and 
efficient as agencies adopt new SaaS apps, move systems to 
Azure and AWS, or deepen security in internal data centers. 

Implement trust zones and move to Zero Trust 
Agencies moving toward Zero Trust will benefit from integrated 
security solutions that can adapt dynamically to risk and 
provide real-time reporting that generates actionable insights. 
Forcepoint Edge Protection solutions enable cost-effective 
network protection against advanced threats, while securing 
remote users with zero-trust direct-to-cloud connectivity. Unlike 
patchwork solutions from point product vendors, Forcepoint’s 
full and integrated security portfolio helps agencies implement a 
practical, comprehensive approach to implementing Zero Trust.

Update configurations, policies,  
and software in minutes—not hours
Anyone who’s had to stitch together a patchwork of point 
products understands how much management time and 
complexity it can add to operations. This manual approach 
often leaves gaps and makes it more difficult to troubleshoot 
issues within the network. 

Agencies must be agile and able to make changes quickly to  
take advantage of new opportunities and respond to challenges.  
Disparate, overly complex systems ultimately get in the way, 
waste time, and drive up operating costs.  

Forcepoint NGFW is built specifically for true, centralized 
manageability—even at enterprise scale. It allows network  
and security operations teams to roll out new locations  
without sending

IT staff onsite. Forcepoint NGFW’s smart policies make it 
easy to turn sophisticated business processes into accurate 
networking and security policies that can be deployed to and 
updated at every location in minutes. Its interactive dashboards 
offer instant visibility and control across the entire network 
to identify what really matters and respond to incidents and 
network change requests in minutes, not hours.

Move from a patchwork of products to an integrated, 
behavior based solution
As agencies look to transform their IT to the cloud, the industry 
is moving toward consolidation. The traditional patchwork 
landscape of point products is evolving into an integrated 
approach in which the pieces all work together to provide 
consistent security that removes gaps and redundancies. 

Behavior-based security protects users and data wherever 
they meet. More than just a connectivity and security solution, 
Forcepoint NGFW is part of a comprehensive security platform 
for protecting users and data everywhere they come together—
on endpoints, in networks, and in the cloud. This integrated 
platform takes a unique, human-centric security approach to 
reduce complexity, increase productivity, and help facilitate any 
and every agency initiative.

Modernizing Federal Networks

Figure 4. Screenshots of the Forcepoint NGFW management console

https://www.forcepoint.com


11

forcepoint.com

Forcepoint is the leading user and data protection cybersecurity 
company, entrusted to safeguard organizations while driving 
digital transformation and growth. Forcepoint’s humanly-attuned 
solutions  adapt in real-time to how people interact with data, 
providing secure access while enabling employees to create 
value. Based in Austin, Texas, Forcepoint creates safe, trusted 
environments for thousands of customers worldwide. 

forcepoint.com/contact
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About Forcepoint

Understand user behavior
Forcepoint consolidates information about users’ actions on 
the network into a graphic, interactive dashboard. It provides 
the big picture of what is going on and lets administrators 
quickly analyze unexpected status or behavior. The system 
even provides alerts when users engage in various actions 
that could put the agency at risk, such as data exfiltration, 
consumption of inappropriate resources, and much more.

Gain actionable insights
Forcepoint provides visibility into the rhythms and flows of 
network activity. Alerts can be set up to provide notifications 
of unusual activities happening with data across the network, 
like excessive datasharing through an unapproved application. 
These network-enabled insights provide visibility and control to 
help stop data exfiltration.

The key is integration
As part of the full security platform, Forcepoint SD-WAN, 
NGFW, IPS, and VPN solutions integrate with other Forcepoint 
products and services to take security to a whole new level. 
Using advanced service chaining, Forcepoint networking 
appliances provide granular, policydriven control over traffic, 
even forwarding connections seamlessly to Forcepoint Security 
Cloud for enhanced inspection. There, our Web Security and 
CASB solutions provide additional protection for content, 
applications, and data in the cloud. Forcepoint appliances 
can also feed network activity information into our advanced 
Behavioral Analytics engine, powering our industry-first, risk-
adaptive approach to security.

Learn more at forcepoint.com/ngfw

Modernizing Federal Networks
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